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August 2022 

RBI implements recommendations of the working group on digital lending 

 

On August 10, 2022, the Reserve Bank of India (“RBI”) issued a press release (“Press Release”) implementing certain 

recommendations of the working group on digital lending’ including lending through online platforms and mobile 

apps (“Report”). The regulatory framework introduced by the RBI in the Press Release is based on the principle that 

lending businesses can only be carried out by RBI regulated entities (“REs”) or entities who are permitted to do so 

under any other law. 

Background 

The RBI had been closely studying the digital lending and constituted a working group on digital lending on January 

13, 2021. The working group submitted the Report on November 18, 2021 which included near-term and medium-

term legal/regulatory recommendations, data/technology recommendations and consumer protection 

recommendations in relation to digital lending. The Report was based on the distinction between balance sheet 

lenders (“BSLs”) (i.e., lenders who retain the loan and credit risk of the loan on their own balance sheets) and lending 

service providers (“LSPs”) (i.e., agents of BSLs who undertake customer acquisition, underwriting support, pricing 

support, disbursement etc.). 

The Press Release has not implemented all the recommendations made in the Report stating that some 

recommendations require further examination and engagement with the Government of India and other stakeholders.  

Salient Features 

The Press Release implements certain recommendations of the Report which are summarised below: 

1. Credit Reporting 

The Press Release requires all lending sourced through digital lending applications (“DLAs”) to be reported to 

credit information companies (“CICs”). The DLAs may be those operated by an RE, such as a bank or non-banking 

financial company, or an LSP. Additionally, the Press Release clarifies that all new digital lending products 

extended by REs through merchant platforms involving short term credit or deferred payments must be reported 

to CICs.  

2. Data Privacy and Localisation 

(a) Data collection and storage: All REs must store data on servers located within India. The Press Release states 

that data collected by DLAs must be (i) need based; (ii) have clear audit trails; and (iii) should only be done 

with explicit consent of the borrowers. Additionally, borrowers must be permitted to (i) accept or deny 

consent for the use of specific data or sharing of data with third parties; (ii) revoke previously granted consent; 

and (iii) be given an option to delete data collected from DLAs and LSPs. Further, DLAs are prohibited from 

accessing mobile phone resources such as file and media, contact list, call logs, telephony functions etc. One-
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time access may be taken by a DLA for camera, microphone, location or other facility necessary for on-

boarding/KYC requirements (subject to explicit consent by the borrower). However, no biometric data should 

be stored/collected in systems associated with DLAs unless allowed by the regulatory guidelines.  

(b) Privacy policy and disclosures: REs must ensure that all DLAs (including DLAs of LSPs) have comprehensive 

publicly available privacy policies. Details of third parties that are allowed to collect third party information 

through the DLA must be disclosed. Further, clear policy guidelines regarding storage of customer data 

(including the type of data that can be held, retention period, use-restrictions relating to the data, destruction 

protocol and standards for handling security breaches) must be disclosed prominently on the DLAs’ websites 

and applications. The purpose of obtaining borrowers’ consent must also be disclosed at each stage of interface 

with the borrowers. Additionally, REs must ensure that the DLAs contain links to the REs’ websites where 

further/detailed information about the loan products, lenders, LSPs, customer care details, Sachet portal and 

privacy policy may be accessed by borrowers. 

3. Customer Protection and Disclosure Issues 

(a) Fund flow: All loan servicing, repayment etc. must be done directly between lenders and borrowers without 

any pass-through account/pool account of any third party. Disbursements must always be made into the bank 

account of a borrower. However, exceptions would be considered for (i) disbursals covered exclusively under 

statutory or regulatory mandate; (ii) flow of money between REs for co-lending transactions; and (iii) 

disbursals where loans are mandated for specified end-use as per RBI guidelines (or guidelines issued by any 

other regulator). Notably, REs must ensure that any fees, charges etc. payable to LSPs are paid directly by REs 

and not charged by the LSP to the borrower directly. 

(b) Disclosures: REs must disclose upfront the all-inclusive cost of digital loans as an annual percentage rate 

(“APR”). Additionally, REs must provide a key fact statement (“KFS”) to borrowers before execution of the 

contract in a standardized format for all digital lending products (specified in Annex II of the Master Direction 

– Reserve Bank of India (Regulatory Framework for Microfinance Loans) Directions, 2022). The KFS must 

contain (i) the APR; (ii) terms and conditions of recovery mechanism; (iii) details of the grievance redressal 

officer; and (iv) cooling-off period. The Press Release specifies that any fees, charges etc. which are not 

mentioned in the KFS cannot be charged by the RE at any time during the term of the loan. REs must also 

publish a list of LSPs and DLAs engaged by them along with the details of the activities for which they have 

been engaged, on their websites. Notably, REs must ensure that digitally signed documents supporting 

important transactions through DLAs, such as (i) KFS; (ii) summary of product; (iii) sanction letter; (iv) terms 

and conditions; (v) account statements; and (vi) privacy policies of LSPs with respect to borrowers’ data will 

automatically flow from the lender to the registered/verified email or SMS of the borrower, upon execution of 

the loan contract/transactions. 

(c) Customer grievances: REs must ensure that they and all their LSPs have nodal grievance redressal officers to 

deal with FinTech/digital lending related complaints or issues raised by borrowers. REs and LSPs must display 

the contact details of such nodal grievance officers on their websites and DLAs along with information on the 

mode of lodging a complaint. If complaints are not resolved by the nodal grievance officers within 30 (thirty) 

days, complainants may lodge a complaint through the ‘Reserve Bank Integrated Ombudsman Scheme’. 

(d) Credit worthiness: REs are permitted to capture the economic profile of borrowers (age, occupation, income 

etc.) before extending any loans over DLAs, in order to assess a borrower’s credit worthiness in an auditable 

manner. However, REs must ensure that automatic increases in credit limits are subject to explicit borrower 

consent.  

(e) Cooling off/look-up period: A cooling off/look-up period (determined by the board of each RE) must be given 

to borrower for exiting digital loans in case the borrower decides not to continue with the loan during that 

period, by paying the principal and APR without any penalty.  

(f) LSP due diligence and restrictions: REs must conduct an enhanced due diligence process on each LSP prior to 

engaging them and periodically thereafter taking into account the LSP’s technical abilities, data privacy 
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policies and storage systems, fairness in conduct with borrowers and ability to comply with regulations and 

statutes. REs must ensure that their LSPs do not store personal data of borrowers, with the exception of 

minimal data (such as name, address, contact details etc.) that may be required to carry out their operations. 

The identity of the LSP acting as recovery agent (or any change in such LSP) must be informed to borrowers 

as well. 

 

Pending Recommendations 

As discussed above, the Press Release has only implemented a handful of recommendations made in the Report. We 

have summarized below some of the notable recommendations which are pending examination by the RBI and/or 

stakeholder inputs: 

1. First-loss-default-guarantee (“FLDG”): The Report had recommended that REs be prohibited from entering into 

any arrangements involving synthetic lending structures such as FLDG where their balance sheets are used by 

unregulated entities in any form to assume credit risk. While the RBI has accepted this recommendation in 

principle, it is currently under review and has not yet been implemented by the Press Release. 

2. Baseline technology and data requirements: The RBI is formulating baseline technology standards for DLAs which 

will include (i) secure application logic; (ii) keeping auditable logs of every action that a user performs along with 

their IP address and device information; (iii) monitoring of transactions being undertaken through the DLA; and 

(iv) multi-step approval for critical activities undertaken on the DLA. 

3. Self-regulatory organisation (“SRO”): The Report had recommended that an SRO be set up to cover REs, DLAs and 

LSPs in the digital lending ecosystem. While the RBI has accepted this recommendation in principle, it is currently 

under review and has not yet been implemented by the Press Release. 

4. Banning of unregulated BSLs: The Report had recommended that only REs be permitted to undertake lending 

businesses as BSLs through DLAs. The RBI has stated that this recommendation requires engagement with the 

Government of India and stakeholders. 

5. Digital India Trust Agency (“DIGITA”): The Report had recommended the setting up of a nodal agency i.e., DIGITA, 

to verify the technological credentials of DLAs and maintain a public register of verified DLAs on its website. The 

report also recommended that applications which do not carry a ‘verified’ signature by the DIGITA be considered 

unauthorized for the purpose of law enforcement. The RBI has stated that this recommendation requires 

engagement with the Government of India and stakeholders. 
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FinTech Practice 

JSA is one of India’s pioneering law firms in the FinTech space. JSA’s FinTech group brings together an integrated 

multi-practice team to support clients with transactions, disputes and regulatory matters at the intersection of 

financial services and technology. Our practice leverages the experience and in-depth technology expertise of 

attorneys across practice areas and allows us to offer clients access to time-tested strategies and holistic advice. 

Our experienced attorneys are well positioned to assist clients navigate through the complex legal, regulatory 

and compliance landscape within which these businesses and their technologies operate. Our strong 

relationships with regulators, banks, insurers, funds, large technology companies and infrastructure and service 

providers mean that we understand the issues that affect every area of the financial technology ecosystem. This 

enables us to deliver incisive, informed and innovative advice across the FinTech spectrum. We work with 

financial institutions, as they adapt and transform, FinTech start-ups, from inception through to all rounds of 

funding, to IPO and beyond, large technology companies diversifying into FinTech and Investors and strategic 

acquirers as they identify and secure strategic opportunities in the FinTech space. 

Our areas of expertise inter alia include: (a) Prepaid payment instruments and variations thereof, (b) 

Remittance (person-to-person and person-to-merchant) models and services, (c) Central treasury 

arrangements and collection agency models, (d) Artificial Intelligence (AI) and Machine Learning (ML) enabled 

payment systems, (e) Alternative lending and payment platforms, (f) blockchain enabled service offerings, 

including smart contracts, (g) crowdfunding and crowdsourced investments, (h) Cryptocurrencies, including 

initial coin offerings, (i) InsurTech products and business models, (j) investments, including PE/VC financing 

into fintech and financial services companies, (k) Invoice trading and receivable discounting platforms, (l) 

Payment services and solutions (both cross-border and domestic). 

https://www.linkedin.com/in/probir-roy-chowdhury-9589371/
https://www.linkedin.com/in/nikhil-george-43796713b/
https://www.linkedin.com/in/probir-roy-chowdhury-9589371/
https://www.linkedin.com/in/nikhil-george-43796713b/
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14 Practices and  
23 Ranked Lawyers 

15 Practices and  
18 Ranked Lawyers 

7 Practices and  
2 Ranked Lawyers 

 

IFLR1000 India Awards 2021 

  

10 Practices and  
34 Ranked Partners 

--------- 

Banking & Finance Team  
of the Year 

--------- 

Fintech Team of the Year 

--------- 

Restructuring & Insolvency  
Team of the Year 

Among Top 7 Best Overall  

Law Firms in India and  

10 Ranked Practices 

--------- 

13 winning Deals in  

IBLJ Deals of the Year 

--------- 

6 A List Lawyers in  
IBLJ Top 100 Lawyer List 

Banking & Financial Services  

Law Firm of the Year 2022 

--------- 

Dispute Resolution Law  

Firm of the Year 2022 

--------- 

Equity Market Deal of the  

Year (Premium) 2022 

--------- 

Energy Law Firm of the Year 2021 
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has 

been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal 

opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA 

and the authors of this prism disclaim all and any liability to any person who takes any decision based on  

this publication. 

https://www.youtube.com/channel/UCBVJpGD6eeVG1LQvZVmZVBg
https://www.linkedin.com/company/jsa/
https://www.facebook.com/jsalawindia
https://www.instagram.com/JSALawIndia/

