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Draft Guidelines for anonymisation of data

The Ministry of Electronics & Information Technology (“MeitY”) vide its notification dated August 30, 2022, released
the draft Guidelines for anonymisation of data (“Draft Guidelines”) for public consultation. The objective of the Draft
Guidelines is to provide comprehensive information and practical guidance on anonymisation of data and enhance
privacy protection through data anonymisation while processing, publishing, storing or sharing data with other
entities.

The Draft Guidelines also seek to provide standard operating procedures and checklists so that the concept of data
anonymisation can be implemented conveniently by various organisations and government departments.

The Draft Guidelines broadly address the following:

1.

5.
6.
7.

The meaning of data anonymisation, and the stages of information lifecycle at which data anonymisation may
happen;

Types of anonymisation which includes static/in-place anonymisation and dynamic anonymisation;

The advantages, limitations and suitability of the various techniques of data anonymisation for different datasets/
scenarios;

The data anonymisation techniques discussed include Attribute Suppression, Character Masking, Data Swapping,
Record Suppression, Generalisation, Data Perturbation, Data Aggregation etc.;

Crucial aspects related to capacity building and awareness creation to fulfil the objectives of data anonymisation;
Necessity of performing a risk assessment both pre and post-release of anonymised data;

Data privacy incident reporting.

The stakeholders are required to provide their comments by September 21, 2022.
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http://egovstandards.gov.in/sites/default/files/AoD_Guidelines_Draft_V1.0_July_22.pdf
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Information Technology Practice

JSA provides value added legal services across the whole range of innovative technologies. We advise creators,
licensors, buyers, sellers and users of information and technology, on all aspects of technology law. JSA has
developed an extensive technology practice in response to the global focus on the development of online
systems and services. Our strong expertise and long-standing representation of leading software,
telecommunications, and media companies have made us uniquely qualified to address the legal challenges
associated with information and communication technology. JSA provides advice on highly sophisticated data
management, data security and privacy issues. Our depth of experience gives our clients the crucial advantage
of consistent and comprehensive, yet practical advice. We have carried out audit and risk assessments,
customised global privacy and information management policies, helped create international data transfer
strategies, structure and negotiate complex international data transfer agreements. JSA is well positioned to
assist clients in managing the ever-increasing threat in cybersecurity. We routinely help clients in creating,
managing and maintaining a secure cyber-presence in the face of escalating threats and legal requirements.
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For more details, please contact km@jsalaw.com
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA

and the authors of this prism disclaim all and any liability to any person who takes any decision based on
this publication.
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