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Draft mobile security guidelines

The Ministry of Electronics & Information Technology (“MeitY”) vide its notification dated August 30, 2022, has
released the mobile security guidelines (“Draft Guidelines”) for public consultation. The purpose of the Draft
Guidelines is to (i) provide guidelines to all mobile ecosystem entities to achieve mobile security goals of
confidentiality, integrity, availability, authentication, authorization, non-repudiation, access control, traceability,
accountability, trust, and reliability by the various entities involved in the mobile service ecosystem; and (ii) ensure
privacy, protect sensitive data and provide security of transactions of every mobile device user.

The Draft Guidelines broadly discuss the following:

Mobile security risks, threats, and vulnerabilities;

The counter measures to prevent mobile security threats;

The necessity of mobile operating systems to ensure proper security measures at various layers;
The aspects of mobile device security capability framework of the smart mobile devices;

The types of potential threats to a subscriber identity module and the measures to tackle them;

Mobile communication security of short range and long-range communication channels, various standards of
wireless communication and mobile communication channels, evolution of 1G to 5G and beyond with security
features, session management in secure manner, control measures of mobile communication security;

The necessity to ensure security across all layers of an open system interconnection model, and between every pair
of intermediate devices in the entire path of communication from source device to end device and vice versa;

The requirement for mobile device security testing, application vetting and mobile device forensic.

The stakeholders are required to provide their comments by September 21, 2022.
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http://egovstandards.gov.in/sites/default/files/MSG_Guidelines_Draft_V1.0_July_22.pdf
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Telecommunications & Broadcasting Practise

Our Communications practice is handled by a team with specific domain-expertise, and we advise various
stakeholders in both Telecom & Broadcasting sectors on a wide range of transactions and assignments that
involve constitutional, legal, contractual, commercial, regulatory and policy advice. he practice is led by an
expert who has over 35 years of experience, and with the team having expertise in handling diverse aspects of
the Telecom sector (financial reform, spectrum management, legal and strategic change). We advise
broadcasters, BPOs, internet service providers (ISP), operators and investors in the Global System for Mobile
Communications (GSM) and the Code Division Multiple Access (CDMA) technologies, and new investors on
diverse licensing issues, entry strategies, structuring, national security challenges, and other regulatory issues.
We represent the interests of licensees and other stakeholders in interacting with the licensor and regulators
with respect to reforms in the regulatory and policy framework to facilitate business growth drawing upon
international best practices. We advise and represent investors, broadcasters, and telecom licensees on
commercial transactions in this sector, including mergers, acquisitions, restructuring, divestment, licensing, and
project financing. We advise telecom service providers and other corporate houses on all aspects of spectrum
licensing and allocation, including fundamental issues relating to the scope of spectrum bands, the regulatory
framework governing their allocation in India, and planning, strategising and following up on their application
to the Government.
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA

and the authors of this prism disclaim all and any liability to any person who takes any decision based on
this publication.
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