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Draft Master Directions on Cyber Resilience and Digital Payment Security
Controls for Payment System Operators

On June 2, 2023, the Reserve Bank of India (“RBI”) published the Draft Master Directions on Cyber Resilience and
Digital Payment Security Controls for Payment System Operators (“Draft MD”) and has invited comments from the
stakeholders on or before June 30, 2023. Notably, the RBI had introduced a similar framework of security controls for
banks and NBFCs in 2021, called the Master Directions on Digital Payment Security Controls. In its Statement on
Developmental and Regulatory Policies dated April 8, 2022 - the RBI expressed its intention to issue similar directions
for payment system operators (“PSOs”), covering robust governance mechanisms for identification, assessment,
monitoring, and management of cybersecurity risks. In this regard, the RBI has introduced the draft MD, which intends
to regulate:

1.

3.

Large non-bank PSOs (such as, card payment networks, National Payments Corporation of India, Bharat Bill
Payment Operating Units, payment aggregators, large prepaid payment instrument (“PPIs”) issuers) by April 1,
2024;

Medium non-bank PSOs (such as, medium sized PPI issuers, cross border (in-bound) money transfer operators
under the Money Transfer Service Scheme) by April 1, 2026; and

Small non-bank PSOs (such as small PPI issuers and instant money transfer operators) by April 1, 2028.

Some key provisions of the Draft MD are:

1.

Governance controls: Requirement for board oversight over information security risks has been introduced. The
PSOs must formulate a board-approved information security policy; implement a Cyber Crisis Management Plan;
and an overarching cyber resilience framework.

Baseline information security measures: The Draft MD introduces some specified baseline controls to be
adopted by the PSO such as - need-based access; usage of privileged accounts using multi-factor authentication;
and measures to protect network security. Among other requirements, PSOs must - (a) conform to Application
Security Life Cycle guidelines for development of products/services; (b) conform to PSO outsourcing framework;
(c) develop and annually review its business continuity plan; and (d) store card details in accordance with
Payment Card Industry — Data Security Standard framework.

Digital Payment Security Controls: PSO must ensure that any email/SMS alert to customers must mention the
merchant name (not the payment gateway/aggregator) and the amount. (a) For mobile payments - PSO must
ensure that mobile applications are free from anomalies; and device binding of mobile apps with the device and
SIM card are in place; (b) For card payments - PSO must validate merchant card payment terminals against the
Payment Card Industry - Point-to-Point Encryption program. Card networks must facilitate implementation of
transaction limits at card, Bank Identification Number as well as at card issuer level; and (iii) For PPIs -PPI issuers
should communicate one time password and transaction alerts with users in language of their choice.
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JSAis one of India’s pioneering law firms in the FinTech space. JSA’s FinTech group brings together an integrated
multi-practice team to support clients with transactions, disputes and regulatory matters at the intersection of
financial services and technology. Our practice leverages the experience and in-depth technology expertise of
attorneys across practice areas and allows us to offer clients access to time-tested strategies and holistic advice.
Our experienced attorneys are well positioned to assist clients navigate through the complex legal, regulatory
and compliance landscape within which these businesses and their technologies operate. Our strong
relationships with regulators, banks, insurers, funds, large technology companies and infrastructure and service
providers mean that we understand the issues that affect every area of the financial technology ecosystem. This
enables us to deliver incisive, informed and innovative advice across the FinTech spectrum. We work with
financial institutions, as they adapt and transform, FinTech start-ups, from inception through to all rounds of
funding, to IPO and beyond, large technology companies diversifying into FinTech and Investors and strategic
acquirers as they identify and secure strategic opportunities in the FinTech space.

Our areas of expertise inter alia include: (a) Prepaid payment instruments and variations thereof, (b)
Remittance (person-to-person and person-to-merchant) models and services, (c) Central treasury
arrangements and collection agency models, (d) Artificial Intelligence (Al) and Machine Learning (ML) enabled
payment systems, (e) Alternative lending and payment platforms, (f) blockchain enabled service offerings,
including smart contracts, (g) crowdfunding and crowdsourced investments, (h) Cryptocurrencies, including
initial coin offerings, (i) InsurTech products and business models, (j) investments, including PE/VC financing
into fintech and financial services companies, (k) Invoice trading and receivable discounting platforms, (1)
Payment services and solutions (both cross-border and domestic).
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA

and the authors of this prism disclaim all and any liability to any person who takes any decision based on
this publication.
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