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Applicability of the Digital Personal Data Protection Act, 2023 and the roles
thereunder

The Digital Personal Data Protection Act, 2023 (“DPDPA”) published in the Official Gazette on August 11, 2023 will
come into effect on a date to be notified by the Central Government. The administrative rules are expected to be
released soon. The DPDPA aims to regulate the processing of non-public personal data in digital form. Its primary
purpose is to provide for the processing of digital personal data in a manner that recognises both the right of
individuals to protect their personal data and the need to process such personal data for lawful purposes. In this
edition of the Prism, we analyse the material and territorial applicability of the DPDPA and the roles for compliance
thereunder. We also compare similar provisions in the data protection legislations across the European Union (“EU"),
the State of California and Singapore to see similarities and differences with DPDPA.

Material Scope

The subject matter that the DPDPA regulates is the material scope. The DPDPA applies to the processing of digital
personal data.

1. Personal data, as defined under the DPDPA, means any data about an individual who is (a) ‘Identifiable by such data’
where the personal data, by itself can directly identify an individual. For example, if the data includes a person's
name, or an email address that can directly reveal their identity; or (b) ‘identifiable in relation to such data’ where
the data relates to an individual but may not directly identify them without additional information. For example, IP
address when combined with other data, leading to the identification of an individual.
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2. The DPDPA only applies to 'digital' personal data i.e means personal data that is collected in a digital form or
collected in physical form and digitised subsequently.

The DPDPA does not further categorize ‘sensitive’ personal data separately.

Territorial Scope

The DPDPA applies to the processing of personal data ‘within the territory of India’ and ‘outside the territory of India’
subject to fulfilment of certain conditions.

DPDPA applies to the processing of digital personal data happening within the territory of India.

o If an entity carries out the processing activity in India, then e
DPDPA will apply to processing of personal data by that
entity, irrespective of the residency of that entity or of the
data principal.

o If the processing occurs within the territory of India, it is
immaterial if it is connection with offering goods or services
to the data principals.

When the processing is ‘in connection with any activity related to offering of any goods or services offered to data
principals in India’, the DPDPA is applicable.

Where the processing happens outside India but data principals in India are targeted ‘in connection with any activity
related to offering of goods or services’ which could be advertising, marketing/promotional activities, sales, availability
in, handling inquiries etc, the DPDPA applies to such processing.

The General Data Protection Regulation (“GDPR”) has a similar provision where the GDPR applies to an entity not
established in the EU where the processing activities are related to the offering of goods or services, irrespective
of whether a payment of the data subject is required, to such data subjects in the EU.
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When is the DPDPA not applicable?

the data principal to whom such
personal data relates;

Where the data principal themselves
have made the personal data public or
directed to make the personal data

(a) If the personal data is processed for
any personal or domestic purpose.

Where the processing of personal data available to the general public.
has no connection to a professional or
commercial activity. OR
Non-applicability
of the DPDPA.
(b) If the personal data that is made or any other person who is under a legal
caused to be made publicly available by: obligation to make such personal data
publicly available.

Where a person is legally required to
make the personal data public.

e Similar to the DPDPA, the California Consumer Privacy Act (“CCPA”) also excludes ‘publicly available
information' from the definition of personal information. ‘Publicly available information’ is defined as data from
government records, information publicly shared by the consumer or media, or information shared by the
consumer unless restricted to a specific audience but excluding biometric information. Under the GDPR, the
general prohibition on processing special categories of data does not apply to personal data manifestly made
public by the data subject.

o Although processing of personal data available publicly is exempted under the DPDPA, the processing of such
personal data will have to be in compliance with other applicable laws, for example, the Information
Technology Act, 2000 or Intellectual Property laws.
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What are the different roles a person processing personal data could play
under the DPDPA?

Any person who alone or in
conjunction with other persons
determines the purpose and
means of processing of personal
data.

A Person: This term has been
defined under the DPDPA and
includes individuals, companies, a
HUF, government agencies, or any
other legal entities.

Who ‘alone’ or ‘in conjunction
with’ other Persons: A person
that  independently = makes
decisions about the processing of
personal data or multiple persons
collaborating or jointly making
decisions about the processing of
personal data.

Determines the Purpose And
Means of Processing: Makes
decisions on what personal data is
being processed, for what
purpose, how and where the
personal data is stored and
protected, etc

The individual to whom the
personal data relates: This
refers to the natural person whose
personal data is being processed.

If the data principal is a child,
includes the parents or lawful
guardian of that child: A child in
this context is someone below 18
years of age. A child’s parents or
lawful guardians are to make
decisions regarding the child’s
personal data on their behalf.

If it is a person with a disability,
includes their lawful guardian
acting on their behalf: refers to
individuals with ‘disability’ as
defined under applicable laws. For
persons with disabilities, their
lawful guardian is responsible for
making decisions regarding the
individual's personal data on their
behalf

means any person who processes
personal data on behalf of a data
fiduciary.

‘On behalf of a data fiduciary’
means that the processing
activities are carried out not for
the processor's own purposes but
on behalf of and for the purposes
set by the data fiduciary.

Unlike the GDPR, there is no separate concept of a “joint controller/joint fiduciary” under the DPDPA. Each data

fiduciary is responsible for compliance with their obligations under the DPDPA.

Comparison with select data protection laws around the world

Personal Data Protection

Concept DPDPA GDPR CCPA Act (“PDPA”), Singapore
Intra- The DPDPA is The GDPR applies A for-profit business that The PDPA applies to all
Territorial applicable to carries out Dbusiness in organisations which are not

g X to controllers or . . .

Applicability = processing of OCESSOrS California and meets one of the a  public agency that
digital Ie)s tablished in the following thresholds is subject undertakes processing of
personal data EU. irrespective of to CCPA: a) has annual personal data in Singapore
in the territory wh’ether pthe e revenue of over USD25 million, whether or not the
of India. or (b) collects personal organisation has  been

processing takes
place in the EU or
not.
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information of over 100,000
California residents, or (c)
generates at least half of its
revenue from selling personal
information of California
residents.

registered under the laws of
Singapore.



Concept

Extra-
territorial
Applicability

Publicly
available
personal
data

Stakeholders

Nature of
personal

data
protected

DPDPA

The DPDPA
applies to
processing
that happens
outside India if
it is in
connection
with offering
goods or
services to
individuals in
India.

The DPDPA is
not applicable
to personal
data made
public by the
data principal

or by any
person under a
legal

obligation to
make such
data public.

Data Fiduciary,
Data
Processor,
Data Principal.

The  DPDPA
protects only
digital

personal data.

GDPR

The controllers and
processors outside
the EU fall within the
ambit of GDPR if
they are offering
goods or services to
individuals who are
in the EU or if they
monitor the
behaviour of
residents in the EU.

The GDPR is
applicable to
personal data made
publicly available by
the data subjects.

Data Controller,
Data Processor, Data
Subjects.

The GDPR protects
personal data in
both digital and
physical formats
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CCPA

The CCPA is applicable to
businesses outside California if
they do business in California
(that includes offering goods
or services) and satisfies one
of the thresholds.

The CCPA has a restricted
definition of publicly available

information. It means
information available from
government records,

information that has been
lawfully made public by the
consumer or widely
distributed media, or
information made available by
the consumer unless they have
restricted it to a specific
audience.

Business, Service Provider,

Consumer.

The CCPA  applies to
processing of personal data in
both digital and physical
formats.

Personal Data Protection
Act (“PDPA”), Singapore

The PDPA is applicable to
organisations that collects,
uses and discloses personal
data in Singapore whether or
not formed or recognised
under the laws of Singapore.

The PDPA provides certain
exceptions for  publicly
available personal data such
as collection, use, or
disclosure of such personal
data can be done without the
consent of the individual.

Organisation, Data
Intermediary, Individual.

The PDPA regulates personal
data collected both in digital
and non-digital formats
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Infotech Practice (Privacy and Data Protection)

Our team understands the importance of data privacy in today's digitally interconnected world. We have
dedicated our practice to ensuring that your and your customers’ personal and business data remains secure,
compliant, and respects the sovereignty of individuals and jurisdictions globally.

We prioritise creating bespoke solutions tailored to your business needs. We recognise that every business has
unique data privacy challenges, and we use our deep understanding of international and domestic regulations
to provide you with the most effective and robust legal strategies. ]SA provides advice on highly sophisticated
data management, data security and privacy issues. Our depth of experience gives our clients the crucial
advantage of consistent and comprehensive, yet practical advice. Our Technology Law Practice group has
successfully worked with several multinational organisations for the structuring and roll-out of privacy and
information-security programs. We have carried out audit and risk assessments, customised global privacy and
information management policies, helped create international data transfer strategies, structure and negotiate
complex international data transfer agreements.

This Prism has been prepared by:

Akshaya Suresh Aravindini Magesh
Partner Associate
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. [SA

and the authors of this prism disclaim all and any liability to any person who takes any decision based on this
publication.
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